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1. The Alert Messaging Server

IT monitoring and reportinpecome important more and moAMS is a tweway messaging stem
to alert administrators and other staff with missioitical information at any time and any plack, a

lowing for remote response vEMail, SMSand Voice

With AMS you can easily initiate complex interactions with monitoring systems, allowing database
record updating, message retrieval and more.

The Alert Messagig Server, a fulfeatured notification system for &mprise administrators, offers
methods to handle errors from various matkating applications and notifies the responsible pe

sonnel in seconds.
1.1.Features

The Alert Messaging Server provides a lot of-ofsthe-box functionalities fol T infrastructureinte-

gration and reliable alerting. Additional features can be activated viaOhdd
Alerting via E-Mail, SMS and Voice

Offers you three different alerting methods for a-&alare environment. Engineers on duty can be
alerted by EMail, SMS and Voice call

Acknowledge via EMail, SMS, Voice and Web Console

All alerts must be confirmed by the responsible engineer. This can be dorkl&l, EMS, Voice or

the webconsole.
Creation of service schedules

With the Alert Messaging Server you can create indiidaavice schedules which can Issigned to
several engineers. Further more blackout schedules (time periods where no alerts are sent out) can be
defined.

LDAP integration

The Alert Messaging Server supports LDAP integration to easily import your usefraiait AD. A

synchronization service keeps the datdagate.
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Integration into market -leading monitoring solutions

The AMS offers integration into several markeding monitoring solutions. Supported are WhatsUP
gold, Realtech Network Manager/Servicen@er, Microsoft MOM/SCOM, HP OpenView Service
Manager/Node Manager/Operations sowie NetlQ AppManager/Security Manager.

Escalation procedures

As it is possible that the current responsible engineer is not reachable (fault signal, no power), the
AMS can beconfigured to realert the next responsible engineer in queue when no answer wgs reco

nized in a given time.
Multi -client capability

The Alert Messaging Server offers the opportunitgreate more than one tenant with separatei-conf

gurations
Definition of user and user roles

The Alert Messaging Serveros rights management

be assigned to a role, which defines different access grants/denials.
Alert & audit logging

All configuration changes and all senedé are being logged chronologically in the AM&athase

and can be reviewed and controlled via the web interface.

Export of statistics

With version 2.0 statistics can be exported to CSV and PDF files.
Databasedriven configuration

The whole AMS configuridon is stored in a SQL database (MSDE/MS SQL Server).
Administration via Web Console

The Alert Messaging Server is fully configurable via the web interface.
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1.2.Add-Ons

The Alert Messaging Server helps you to identify problevithin your IT infrastructure afast as

possible and informs the responsible engisadth all theinformationneeded

Follow the Sun

With the Follow the Sun model it is possible to automatically forward calls to the support center that is
on duty dependent on the time of the incident.

Voice Engine and DialogicCard

With Version 2.0 it is now possible to alert persons by telephone call. A special 8yeech B-

gine is used for playing alert messages via telephone. Alerts can be confirmed over the operator menu.

Broadcasts

With the Alet Messaging Servelarge groups of engineers can be alerted fagtcanvenient through
the broadcadteature

High Availability

High Availability can be achieved by installing 2 @renmore) instances of the Queue Manager Se
vice / Alert Manager Sergée and by hosting the AMS database on a SQL cluster.

1.33.What 6s new i n version 2.1

High Availability

e AD-Integrated Authentication

e Windows Server 2008 / Vista Support

e SQL Server 2008 Support

e |E8 Support

e Customizable Welonsole via Designer

e Action after alerconfirmation
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e Alert delaying

e Reject alerts

e Alarm profiles enable different schedules foaM&il, SMS and Voice alerts

14What 6s new .On version 2

Version2.0 offers several new features compared to versignTo gainasligh over vi ew of

been donghave a look at the list below:

Voice functionality

With Version 2.0 it is now possible to alert persons by telephone call. A special #8yeech B-

gine is used for playing alert messages via telephone. Alerts can be confirmed over the operator menu.

Follow the Sun

If you want to offer a 2dourservice to your customers and you are a global player, the Fohew

Sun support of AMS will help you. The follow the sun model is aimed at creating a 24 hour virtual
workday for your organization. In this modehen the operations of one center goes off, the other
center take over the responsibility for the next shift. Thus, for your customers it means that your o
ganization is online 24 hours a day. Calls are automatically forwarded to the support centarthat is

duty dependent on the time of the incident.

Remodeled Schedules

It is now possible to set the start time of @meekschedules in order to gain more flexibility.

Improved LDAP capabilities

The Alert Messaging Server supports LDAP integration to easihprt your user data from AD. A
synchronization service keeps the datdaitdate. Also members of broadcast groups can be imported
via LDAP.

Support of sending alerts via more GSM provider

To avoid sending failures it is now possible to create moredharmodem profile. A special fallback

proceduresends the alert via the second modem if the first fails.
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Export of statistics

With version 2.0 statistics can be exported to CSV and PDF files.
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2. Architecture
The architecture chapter introduces the Alert degs ng Server 6s i ntertaal com

components, and how they are connected togetiher Alert Messaging Servavorks only when all
parts are workingaind connected together. The single parts can be ospmu#fic machine omistri-

butedon multiple hosts, canected via a network.
2.1.Components

The Alert Messaging Server consists of the following parts, where every single part is required for it to

work.

Web Console

The web console offersfeont-endto the database, where the complete configamaand adminisa-
tion of the AMS takes place. More information about the wafscole can be found in chap&iThe
Web.

AMS Client

The AMS client is a command line tool, which transfers fendssags to the queue manager. In add
tion, some special commands can also be sent, like telling it to clean up the queue or perform a co

munication test.
Further information about the AM&8ient can bedund in chaptet0.1Syntax AMS Client

QueueManager

The QueueManager receives fadthessages from one or more clients, writes them into the database

and logs kincoming events. In short: thanages the fautjueue.
Confirmation Manager
Executes commankihe-actions after alert has been confirmed.

Alert Manager

The AlertManager checks for new fauttessages and sends them to the responsible engineers using

the modem and writes the status back into the database.
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Alert Manager Voice

Responsible for handlingpice calls.
LDAP Synchronization Service

The LDAP Sychronization Service keeps engineers and members of broadcast groups imported from
AD up-to-date.

Web Client

Enables sending alerts and querying the amount of unconfirmed alerts via Internet Browser.
Database

The database stores the whole configuration and data regarding the Alert Messaging Server.

The following figure gives yoa reviewof how the Alert Messaging Server is built and how i-int
racts with the eént.

Monitoring AMS
Sofware | ”| Client
A
Web QueueMana
e > console | ” 'S d ger
,,,,,,,,,,,,,,,,,,,,, \
Web
» .
Client AlertManag |4 | M%ggﬂm <4» SMS e 1
er | |
VA
MSDE/ Voa - 3
Mail i le» Engineers
SQL Server Server <—» Emalil i
AlertManag v
erVoice Voice | |
Card <«» Call

Figure 2.1: The AMS Architecture

Suppositional a monitoring system triggers the AMS Client. It sends the alert to the Queue Manager,
which writes the alert into the database. If a user visits the web consoletdlie gaeried from the

database and all alerts can be viewed in the protocol. The web console can also be used fa-configur
tion settings. The Alert Manager periodically polls the database for new alerts received by the Queue

Manager and sends them out dagding on the specified destinations.
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2.2.The Alerting Scenario

Following is an example of how the Alert MessagBeyver helps your IT acknowledgiagy upcon-

ing errors:

Any management software reports an IT problem to the Alert Messaging Server using tlei &itS
If there would be a mail server blaolat at this point, the informatiechain would be broken and the

problem would be notified way too late.

The Alert Messaging Server ensures that the resiplenangineer gets notified within seconds by also
sending out @ SMS. If the responsible engineer is not redate via GSM (fault signal, no power), a

substitute gets notified automatically. All pedcires are logged into the database.

A monitoring solution reports a mail server problem to the Alert Mesga8erver. By just using

email alerts, the alert queue would be broken. AMS ensures the alert delivery based on the service
schedule within seconds. If there is a problem with SMS delivery to theffigiteetin the queue, the

alert will be sent to thetandbyengineey defined in the escalation procedure. These steps ate doc
mented and can be reviewed any time. Within minutegniggneercanstart to solve the mail server

problem.
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Receipt of alert Engineers to notify?

Tell Alert Manager to
notify engineers

v

Wait till escalation
time is over

Did an engineer
respond?

Yes

More engineers in

&)
same sequence? Yes

Engineers in a higher
sequence?

Log to database

Yes

Figure 2.2: The alerting workflow
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3. Licensing

The licensing model of the Alert Messaging Server is very flexible and mainly depends on the number

of engineers that should be alerted. Extended functionalities can be activated Oy Adys.

For questns regarding licensing please contasffice@alertmessagingerver.com or of-

fice@netlogix.ws

Timely limited trial versions can be supplied free of charge
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4. Suppliers

Antares NetlogiX Netzwerkberatung GmbH
Feldstral3e 13

A - 3300 Amstetten

Tel.: ++43 (0) 7472 65 480

Fax: ++43 (0) 7472 65 4800

Additonal information:

Compani es0 Stedgtenst er court
FB-Nr.: 200.620f

UID: ATU50405805

Member of the Ausitan Chamber of Commerce

For questions regarding sales please contact

office@alertmessagingserver.conoderoffice @netlogix.ws
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5. Installation

All aspectsaccording to the installation of the Alert Messaging Server are described in this chapter.
covers thesystem requirementseeded in order to run the AMS on a sertlee, prerequisiteshe -

tup steps in detail and the installation pragedwvhen instdihg the AMS ona virtual machine.

5.1.System Requirements

Belowyouwillfinda | i st of the Al ert Messaging énemsver 6s
To enable stable and reliable operating, ittisrgly recommended to use thaftevare only on sg-

tems with the given system requirements.

QueueManager, Alert Manager, Alert Manager Voice, LDAPSyng Confirmation Man-

ager

Windows 2003 ServerWindows 2008 Server
.NET Framework 2.0

AMS Client

WindowsXP /Windows 2003 ServdrWindows 2008 Server
.NET Framework 2.0

Or: Unix/Linux

Web Console & Webservice Client

1S 5.1+

Internet Explorer 6.0+
Database
SQL Server 200(Service Pack 4)2005 / 2008

Hardware

Siemens TC35i
A SIM-Card from the provider of your choice
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5.2.Prerequisites

To be able to use the AM&e computr needs to have the followingfevare installed:

e Microsoft .NET Framework 2.0
e Microsoft Internet Information Server 5.1+
e SQL Server 2000/2003008

Microsoft .NET Framework 2.0

Microsoft .NET Framework 2.0 isicluded in the setup of AMSt your computer is not running M

crosoft .NET Framework 2.0, it is automatically installed while running the setup of AMS.

Microsoft IIS 5.1+

Microsoft Internet Information Server 5.1+ is not included in the installation pack. It must be added to
the Windows ©mponentsFor a stegby-step guide on how to install the Microsoft IIS refer to the
following Microsoft TechNet articlehftp://www.microsoft.com/technet/prodtechnol/WindowsServer
2003/Library/11IS/750d313462¢491db6c-5f370d7f26cd.mspx?mfr=trjie

SQL Server 2000/2002008

AMS is supporting the usage of SQL Server 2808, SQL Server 20%nd SQL Server 2@as a
database Serveas well as MicrosafDesktop Engine (MSDE 20003QL Server 2005 Expressd
SQL Server 2008 Express

5.3.Installing on a physical machine

To install the Alert Messaging Server simply run the given installation file, or, if you got it en CD
ROM, point your explorer to the GBrive and run setup.exe from there. Before running the setup, be
sure that all preequired software is installed correctly and a probably needed system reboot took

place.

Starting the setuppensa wizard on your screen, veh should be easy to navigate because the AMS
setup detects most important settings by itself automatically. lag@wnable to continuéok up the

next step in the ftowing stepby-step guide.

Setup steps in detail:

1. After starting the setup a welcenscreen appears. Click Next to continue.

Antares -NetlogiX Netzwerkberatung GmbH Feldstrafle 13, A -3300 Amstetten
Tel.: +43 /7472 I 65480 Fax: DW 10 email: office@netlogix.ws www.netlogix.ws Pagel8 Of 59


http://www.microsoft.com/technet/prodtechnol/WindowsServer-2003/Library/IIS/750d3137-462c-491d-b6c7-5f370d7f26cd.mspx?mfr=true
http://www.microsoft.com/technet/prodtechnol/WindowsServer-2003/Library/IIS/750d3137-462c-491d-b6c7-5f370d7f26cd.mspx?mfr=true

( A ) ALERT MESSAGING SERVER

Vi
AMS
Version 2.1
2. Please read the |icense agreement and accept
agreement f. | f you do not accept the | icens:

Click Next to continue.

3. In the next window the user information nead be (Userund Company namellick Next
to continue.

4. Now the installation directory is chosen. Default directory @gram FilegAntares Netb-
giX\AMS\ .Click Next to continue.

5. In Custom Setup Wdow you are ble to define the components, which should be installed on
this machine. Click Next to continue.

6. Define the Database Server ineth n e x t wi ndow A Dthet aatheatgation Ser v eI
mode.Click Next to continue.

7. Please specify the name and the port ofQheue Manager server and click Next to continue.

8. Click the Install button to continue the setup.

9. Click Finish, after the wizard has finished the installation of AMS.

5.4.Installing ona VMware virtual machine

Remarks: As a matter of principle all AMS compamts except the Alert Manager Voice service-(b
cause of the additionally needed PCI hardware component) can be installed on a virtual machine. For

reliability reasons we also do not recommend theeiaiization of the Alert Manager service.

Installing the Aert Messaging Server in a virtual machine basically equals the installation oni-a phys
cal one, but needs some further configuration along with an extra hardwarelgieeinstallingjn

order to work.This is only required if the Alert Managueiill berunning in the virtual machine. The
extra devicds neededo enable the Aleanager to communicate with the Siemens TC3&dem.

This is done by the Silex Series $R0 Wireless/Wired Serial Device Server, whicheffuested, is
shipped with your AldrMessaging Server. The desired VM has to be equipped withiuahserial

portt h at 6 s to mphysiga NIC which communicates with the Serial Device Server

For a stegby-step guide to installing and implementing the Silex serial Device Serveto&f&The

Silex SerialDevice Server
5.5.Installation on a distributed system

To install the Alert Messaging Server on a distributed system, the shipped setup hasstuteden

each involved systemuring the setup procedure, only the components that should run on the specific
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machine have to be selected. Please note the specific system requirements listed per module in chapter

5.1System Requirements

Also make sure that no firewall is blocking the network traffic between the single components.

5.6. Further Installation Information

During Setup an SQL User is created on the chosen Database Server. This User is created for the AMS
DB and is used foreading and writing the database. Per default, the user settings are as specified in
the table bel ow. It is highly recommended to cha

A table listing the default database settings is shown below:

Field Default value
User: amsUser
Password: AMS!user%9

Default Database: AMS

-public
Database Roles:

-db_owner

Per default, all Alert Messaging Server related files can be found in %PROGRAMFILEEYeS
NetlogiX\AMS, the only exception ihe web console, whicis automatically placed into the IIS web

root (per default thigs C:\Inetpulwwwraoot).

After theinstallation the Alert Messaging Server needs to be configtiwegheet your requirements

Detailed information orhow to dothis can be found in chaptérThe Web.
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6. The Web Console

The web interface is the central configuration and monitoring utility of the Alert Messaging Server.
From here you can add, edit opdate Engineers, Departmentsgjllire classes andsome more ge
tings It also enables you to review already occurred alerts and their status, define absences; view st

tistics and seHest the applicatiorit can be accessed via browsertby t p : / /meSd rAMEEST n a

reas fAServernameo is the hostname or | P naddr ess
stalled.The following pages provide you a sty step ntroduction ofall menuitems and what the
do.

6.1. Super-Administrator Options

The SupeiAdministrator or sadmin is an instance above all tenants that manages all underlying t
nants, some global system settings and licensing. When installing the Alert Messaging Server, the
default sadminUser iscreated. Per default, the username is sadmin and teedtdss Sadmin (case

sensitive, mind the capital S)he tenant field remains blank.

No tenant iscreated per default here § where the Supekdministrator comes int@peration As
mentioned above, log in with sadmin/Sadmin (no tenant) and find younselie welcome page of the
web caisole. Use the menu on the left side of the screen to navigate through the different setup pages.

6.1.1. System-wide Options

In the System menu you will finglobaloptionsl i ke t he Al ert Messaging Se
address and the license management fBhe email related settings will be copied to the tenant

specific mail server settings and can so be altered per tekfeat.entering a valid license key, the

license distribution tab lets you spread your engineer kg=ser all available tenantfo do so,

simply select a tenant from the dropdown list and assign (or remove) the amount of licenses you want.

Antares -NetlogiX Netzwerkberatung GmbH Feldstrafle 13, A -3300 Amstetten
Tel.: +43 /7472 I 65480 Fax: DW 10 email: office@netlogix.ws www.netlogix.ws Page21 Of 59


http://”servername”/AMS

22N\

AMS

( A ) ALERT MESSAGING SERVER

Version 2.1
€) GLOBAL CONFIGURATION

S sleelet=Taal==l - - Engineer-license distribution

» Engineers

Licensed Assigned Available
Engineers 100 J6o 40

Client Assigned

S N O ECR

Figure 6.1: Systemwide configuration options

6.1.2. Tenant configura tion

To add, edit or remove one or more tenants, simply navigate to the tenant menu. To add a tenant, fill in
the form provided in the ACreateodo tabmanfaita- i s r ec
bility; it is required for the name twe unique, though. Please note that a tenant itself does nat co

sume a license, licenm®nsuming are just the engineers and broadcast group members specified for

the single tenants.

© TENANTS

LAOCEIEY (G Edit @ Delete

* New tenant

Maintenance: WMl

Active:

Figure 6.2: Tenant Options

Checking maintenance avoidamail and SMS notifications to be sent to engineers, but logs occurring
events into the alerting protocol. This makes s

or engineers are going through a larger restructu8atfing the tenant to inactive is required to delete
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a tenant. This setting is also intended for longer inactivity of a client. Fepanific users are still

allowed to log on to the web console.

6.1.3. Users

The User menu lets you create multiple users witpeBAdministrator functionality. In Super
Administrator mode, this menu dopet let you create, edit or update tenant specific users. Itis re
ommended to change the defadtmin password as it is nse¢cure by default. To do so click on the
change icoron thesadmin entry listed below the form aiype ina new passwortivice. Any newly

entered password has to comply with the password rules as specified right to the input field.
€ USER
LN [ Edit @ Delete

» New User

Login: =" |
Password: I oo

: At least 1 letter
ristrame: [N At 'e>st 1 number
Last name: ]

Role: Superadministrator

Figure 6.3: Superadministrator User Options

6.1.4. Audit

To review recent Supgkdministrator activities in the systemavigate to the audit menu. This menu
offers you a table showing any activity that took place in the past. Along with the filter controls, it

delivers a powerful ethodto determine who did what athat time.
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© auprr

» time period: » time of day:

Date av User a v Type a v Event aw detail

03.03.2008 o = .
15:18:25 ekl ia] e _
03.03.2008 . . )
2404 Superadmm'suator L _

Figure 6.4: Superadministrator Audit Log

6.1.5. Support Capture

In this section you can create a ZIP file including a DB capture, eventlogs and system information. It

is dso possible to do a restore with the DB capture.
€) SUPPORT CAPTURE
I Save

» Restore saved capture

Database capture file: — Browse...

Figure 6.5: Support Capture

6.2. Administrator Options

The Administrator or admin is a tenamide user that is automatically created upon adding a new
tenant.After adding a new tenant as Sugeministrator, logging on with admin/Admin (case sens
tive, capital A) and the spedfil tenant name is possible. Yodliind yourself again on the welcome
page, but with a largely extended menu offering all temaahé customization options ohe Alert
Messaging Server

In the white box in the tofght corner of the screen youllsind the license limitation defined by the

SuperAdministrator. This is the maximum amount of engineers you may use with that tenant.
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& AMS » Administrator £ Log Out

~ License limitation: 50 engineer(s)
© 2007-2008 Antares NetlogiX

Figure 6.6: License limitation information

On the following pagegou will find a detailed description to each menu item along with some- conf
guration hints and best practices.

6.2.1. AMSClients

AMS-Clients are the aaponents that bring in alerts to the server, usually triggered from a supported
monitoring application likéPSwitchWhatdJpGold, NetlQ AppManager anthany more For a list of
supported monitoring applications please refer to the Alert Messaging SetegrationGuide.Every

new AMSClient has to be registered on the server in order to issue comtoahdQueue Manager.

To successfully install an AMS Client the follng steps have to be made:
1. Copythe shipped ams.exe (the AMSient itself) onto the gger
2. Navigate to the AM&lients menu on the web console.

3. Enter a descriptive and unique profile name,
the ip/port of the host the Queue Manager runsloh. you acti vate AMaint e
triggeredby that affected client are logged but not sent out.

4. Click Create to register the client.

5. You will see a new line below the form with the information you just entered. On the right
side of that entry youdl | see afni lieldothat | abel e

link and save the AMS.exe.config file offered for download.

6. Paste the AMS.exe.config file into the same directory as the ams.exe on the host it should run

on.

7. You can optionally test if the connection to the Queue Manager can bestsdliyopening

ams.exe with parametét.1 f t he Queue Ma nthegetup wassuwqessmlids A OK!
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€ AMS-CLIENTS
| Nl < Edit [ ¢ Delete

» New AMS-Clients

Profile:

Queue Manager-Port:

o mansger-1p: |

QueueManager-Port a

Profile aw Client-IP aw QueueManager-IP a v Maintenance

v
- o . .

Figure 6.7: AMS-Client options

[ Edit
[LApelete

2 Download
configuration file

6.2.2. Mailserver

To send email notifications you have to add a mail servérd webconsole configuratiorMake sure
there is a valid mail account present on the setgegnable amail notifications.For testing purposes,
e-mails can be sent to the specifiegtaddresdy clicking the maiiicon in one of the listed entries.
When clicking this icon, a notification is sent to the queue manager andrfudte to the alert ma
ager, thacommands the mail server to send amagl to the listed engineelf. the engineer you sent
anemai | t o d o e emadwithim neinutes,i there $ maost likely a problem with the Mai
server or with the communication between Queue Manager and Alert Manager (gehegt n-

stalled on the same machine).
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€ MAILSERVER

LN Y [ Edit @ Delete

» New Mailserver

Profile: I -
Email-Sender: Authenticate:
Email-Address: User:

SMTP Server Address: _ Password:

Enable receipt:

Profile Email-Sender Email-Address SMTP Server POP3 Server

ams@alert- smtp.alert- pop3.alert- - lzlsend test mail
messaging- messaging- messaging- [&j change
server.com server.com server.com v [Rdelete

Figure 6.8: Mailserver Options

6.2.3. GSMModem

The fAM&EMe MmO menu item allows you to configgure tF
ing Server to send SMS notificatior8imply type in a descriptive and unique profile name, specify

the COMPort on which the modem is attached to the host and ente he modemdés PI N.
you can specify a Tedumber where TessMS will be sent toTo send a tessMSto the preiously

defined mobile number, click on the maibn, nextto oneof the listed entriesWhen clicking this

icon, a notification isent to the queumanager and furthermore to thé&e&A Manager, thatommands

the GSM modem to sendheéSMS to the specified mobileumber.

€) GSM-MODEM

CHOCEEY [ Edit @ Delete

» New GSM-Modem

COM-Port:

Profile COM-Port

. [Epsend test message

Siemens TC35i [& change
v [Adelete
Figure 6.9: GSM Modem Options
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6.2.4. User
The user menu lets you createdage or delete users for the web console. These users are only valid
for the current tenant, and cannot view any configuration from another oneRIgbés are mai-
tained via useroles, which ag described in the next chapter. But keep in mind thatraroleehas to

be applied to the user and the default role is Af

When creating or updating a user, make sure the specifiedgrassomplies with the Alert Mesga
ingServeré6s password restrictions. rafof serisprohit e t ha'

bited, but renaming and specifying a new password is allowed (and advised, as the default settings are
not secure).

© UsER

NG [ Edit @ Delete

*» New User

Login:

Password:

Password rules:

At least 1 letter

First name: At least 1 number

Last name:

Role: Administrator
Engineer: None

Login aw

User av Role aw Engineer aw

Administrator Administrator

[&ichange

Figure 6.10: User Options

A User can be directly connected to an engineshich makes sense if engineers are allowed to log on
to the web console. If a user is connected to an engineer entry, only the alerts according té this eng
neer are shown in the alertipgotocol. This can be overridden by granting the engineer usep ¢ine

right AAIl Alertsodo in the user roles menu.

6.2.5. User Roles

The me n wledhdls ioa tw manage useights by the help of roleRoles allow you to give
multiple users the same rights with ease, by applying them a role. By default, there ateswawae
able: Administrator and User. Userstire Administratorgroupare able to view and alter the whole
configuration of the Alert Messaging Server, which is why this role should only be applied ta-Admi
istrators. Users ithe Usergrouphave very linted rights; they may manage the mail server, the GSM

modem and the AMS clients. The service schedule e.g. is not visible for those users. New user roles
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can be defined (for example for different departments) either based on an existing role or frdm scratc

All there is to do is check the boxes next to the listed menu items.

€) USERROLES

| ORI o Edit | g Delete

» New Userrole

» Rights

Troubleshooting
Manage g Abs 3 W Selftest
Manage GSM-Modem
Manage Departments Manage AMS-Clients
Manage Failu 1 Manage LDAP
1age Engine
Manage "Follow the Sun"

edule

: broadcast

Figure 6.11: User-Roles Options

The table below shows what consequence each single setting has:

Setting Consequence
Manage Users Enables the user menu to create, update or delete users
Manage Userroles Enables the user roles menu to specify new roles or alter ex-

isting ones (even the administrator role!)

Manage Departments Enables the Department menu

Manage Failure Classes Enables the Failure Class menu

Manage Engineers Enables the Engineer menu to create, update and delete en-
gineers

Manage fAFoll ofEnables the AFoll ow the Suno

Manage Mailserver Enables the Engineer menu to create, update and delete

mailserver-entries

Manage GSM-Modem Enables the Engineer menu to create, update and modem-
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entries
Manage AMS-Clients Enables the AMS-Clients menu to register new clients, and
edit or delete existing ones
Manage LDAP Enables the LDAP menu, Engineers may be added through

LDAP even without the AManage

Broadcast Enables the Broadcast menu
Manage Absences Enables the Absence menu
View Absences Enables the Schedule of Absences menu

Manage Service Schedule | Enables the Service Schedule menu

Assign Service Schedule Enables the Assignment menu

View Service Schedule Enables the Overview menu

View Attendance Enables the Attendance menu

Send broadcast Enables the Send broadcast menu

View Audit Enables the Audit menu

View Alerting Enables the Alerting menu

All Alerts Allows users to see alerts for all engineers (see Fehler! Ver-

weisquelle konnte nicht gefunden werden. Fehler! Ver-

weisquelle konnte nicht gefunden werden.)

Confirm Alerts Enables the acknowledge button in the alerting protocol
View Analysis Enables the Statistics menu

License Use Enables the License Use menu

Selftest Enables the Selftest menu

6.2.6. Departments

The Department menu allows you to create, edit and delete deparmentsgroup severl eng-

neers, for example by application area. These groups can be administrators of exchange, of active d
rectory or whatevestructuringyou wish. Thehere defined departments arged inthe Failure Class

menu and assigndd a specified dysfunction. Bt way, alerts can be set up according to the various

applcations and assigned to the appropriate department.
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Figure 6.12: Department Options

6.2.7. LDAP

One of the brand new features of the Alert Messaging Betv€ is the LDAP integration, which
provides a very convenient way to integrate engineers into the AMS. To enable LDAP support, a valid
connection to the domain controllerriscessaryTo specify the domain controlleswitch to the se

tings tab and eat the information the AMS asks for. The Server field accepts an IP address tr a hos
name, SSL has toe checked when LDAPS ised. When credentials need to be supplied, authentic
tion has to be checked and username/password information has to be frteratert Messaging

Server supports Active Directory, OpenLDAP and Novell eDirectory as of version 1.2.

Completethe form with the fully qualified domain name and click analyze. Clicking the analyze bu
ton creategshe LDAP connection string using your intp The generated string is shown in the LDAP
Path field and can be modified (for example to strip down the regultssers onlyby adding
CN=Users).

The test button lets the AMS tegta connection to the LDAP server can be established and if the
domain information is correct. It will provide feedback by either responding Test successful or an

error message (for example object does not gkitte domain information provided was imoect).

By clicking the save button the LDAP data gets collected aamdbe viewed from now on in the
groups and users talhe group tab enables you to easily find users by clicking the magnifier icon on

the left of the entries.

The Users tab lets you add engineers to the system by marking the entry as checked agdhaickin
add button in the filter control section. If there are enough free licdote the added engineers can

now be found in the engineer memlease also note the synchronize button in the engineer menu right

Antares -NetlogiX Netzwerkberatung GmbH Feldstrafle 13, A -3300 Amstetten
Tel.: +43 /7472 I 65480 Fax: DW 10 email: office@netlogix.ws www.netlogix.ws Page31 Of 59




















































































