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Legal Notice:

No part of the documentation may be reproduced, transmitted, transcribed, stored in any retrieval sys-
tem, or translated into any other language in whole or in part, in any form or by any means, whether it
be electronic, mechanical, magnetic, optical, manual or otherwise, without prior written consent of the
author, Antares NetlogiX Netzwerkberatung GmbH. The Antares NetlogiX Netzwerkberatung GmbH

reserves the right to alter or update contents. All rights reserved.
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1. About this Document

This document describes detailed information about integrating the AMS Client into other manage-
ment software. Information about installing and configuring the Alert Messaging Server can be found
in the AMS User Manual.
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2. Integration

The Alert Messaging Server can be configured to work together with other management software.

Management software configured to work with the Alert Messaging Server triggers the AMS Client

and makes it send an alert to the Queue Manager. What notifications are sent is easy to configure and

customize using parameters on the AMS Client. So the responsible engineers can be notified about the

alert via email and SMS with ease. To enable the Alert Messaging Server to accept events from man-

agement software, the AMS Client needs to be registered and configured on the management soft-

ware’s host.

This document describes the parameters that can be used with the AMS Client, and shows how to in-
tegrate the AMS into the NetlQ AppManager and What’s Up Gold.

2.1. Syntax AMS Client — Invocation

The AMS Client is a command-line tool and can, by default, be found in C:\Program Files\Antares

NetlogiX\AMS\Client. By simply running ams.exe from a command prompt, the help menu is shown,

listing all available parameters.

Parameter

Description

-s ,Failure Class”

The failure class defined in the AMS

-n ,Message“

The message sent to the engineer

-nemail “Message”

The E-Mail messaging sent to the engineer

(overrides —n)

-nsms “Message”

The SMS message sent to the engineer

(overrides —n)

-SMS

A notification is sent via SMS

-email

A notification is sent via email

-t

Tests the connection to the queue manager

-output {screen(file}

Write output to screen file

-sk

Send the failure class

-Clear

Abort queued sends
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-autoclose

Disables escalation for this alert

-bc “Broadcast group”

The Broadcast group to receive this alert

2.2. NetlQ AppManager Integration

The AMS Client can be configured to work in connection with NetlQ AppManager. To do so, the

AMS Client has to be embedded as MS-DOS Action into an AppManager job and executed in case of

an alert. For detailed statements, the email or SMS notification can be customized by parameters.

The following table shows a list of all parameters of the AppManager.

Parameter Description
$Time$ Returns current time and date
$JobID$ Returns the jobs ID

$MachineName$

Returns the Hostname who reported a prob-

lem

$Severity$ Specifies the severity defined in the AM job
$KSName$ The AM jobs Knowledgescript name
$ObjectName$

$EventID$ Returns the event ID

$DetailMsg$ A detailed description of the event
$ShortMsg$ A short overview about what happened

2.3. What’s Up Gold Integration

This Chapter describes how to integrate the AMS Client into What’s Up Gold. Therefore, a new Pro-

gram Action that points to the AMS Client has to be created. Special What’s Up Gold variables can be

passed to the AMS Client either.
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@ Edit Program Action

Marme;

lAntare s-AhAS-Test

Description:

IPngram Actian

Frogram file name:

Igram FileshAntares Netlogix\AMSClientAMS exe

Warking path:

Program argurments:

I—s WG -n *Device HostName (% Device Addres
Cancel

Figure 2.1: What's Up Gold Integration

The following pages list and describe the variables that can be passed to the Client by What’s Up

Gold.

Active Monitor Variables:

Variable

Description

%ActiveMonitor.Argument

SNMP Instance Number. This Variable is
just used if an Action is connected directly

with an Active Monitor and the device.

%ActiveMonitor.Comment

The visually readably name similar to the
network switch. This Variable is just used if
an Action is connected directly with an Ac-

tive Monitor and the device.

%ActiveMonitor.Name

The name of the Active Monitor who ran the
action. This Variable is just used if an Action
is connected directly with an Active Monitor

and the device.

%ActiveMonitor.NetworkInterfaceAddress

The Network interfaces IP. This Variable is
just used if an Action is connected directly

with an Active Monitor and the device.
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%ActiveMonitor.Payload

The data from the WMI, Exchange, SQL or
SNMP Active Monitors. This Variable is just
used if an Action is connected directly with

an Active Monitor and the device.

%ActiveMonitor.State

Shows the current Monitor-state, e.g. ,Down
at least 5 min." This Variable is just used if
an Action is connected directly with an Ac-

tive Monitor and the device.

Device Variables:

Variable

Description

%Device.ActiveMonitorDownNames

A list of all stopped services, if an abbrevia-

tion is available, it will be used.

%Device.ActiveMonitorUpNames

The full name of all monitored services that

run on a device.

%Device.Address

IP address (from the device properties)

%Device.Attribute. [Attribute Name]

Returns an attribute of the device of the
SNMP information, e.g. the contact name.
To specify the attribute, append the category
name (see below) at the end of the variable:
%Device.Attribute.Contact to receive the

contact name.

Default categories:

? *. returns all attributes

? Infol. Upgrade path of V8

? Info2. Upgrade path of V8

? Contact. Contact information of SNMP
? Location. Location information of SNMP

? Description. Description of SNMP

Antares-NetlogiX Netzwerkberatung GmbH Feldstralle 13, A-3300 Amstetten Page 8of 8
Tel.: +43 / 7472 — 65480 Fax: DW 10 email: office@netlogix.ws www.netlogix.ws




? Custom. A custom, previously defined

attribute.

%Device.DatabaselD

Returns the database id of a device

%Device.DisplayName

Device name (from general in the device

properties)

%Device.HostName

Host Name (from general in the device

properties)

%Device.Notes

Notes. (Notes from the device properties)

%Device.SNMPOid

SNMP Object Identificator

%Device.State

Describes the state (z.B.: ,Down at least 2

min“ or ,Up at least 5 min“)

%Device.Status

Shows the name of the Active Monitor fol-
lowed by the device state ID: 10|DNS

%Device.Type

Device type (from general in the device

properties)
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2.4. Microsoft System Center Operations Manager 2007 (SCOM)

This Chapter describes how to integrate the AMS Client into Microsoft System Center Operations
Manager 1007. Therefore, a new Notification has to be created.

Under Administration choose Settings and then choose Properties of Notification.

Global Management Group Settings - Notification x

E-mail IInstantMessagingI Short Message Sewicel Commandl

-
SMTP servers: Fadd.. 7 Ed.. < Remove
SMTP Server [FODM) | Port # | Authentication | Failower Order
Freturn address: |

Fetry primary after: I 5 3: mifutes

Default e-mail notification format:

E -mail subject:

|Alert: 40 ata/Context/D ataltemAdlent amed Prionity: $0ata/Contest/D ataltem/Friorityd Sever LI

™ Generate subject line with no encoding [use i notification e-mails contain
malformed subject lines]

E-mail message:

Ailert: $0ata/Context/D ataltemdlert amed ﬂ LI

Source: $0ata/Context/Dataltem/b anagedE ntityDizplaph ame$

Path: 3D ata/Context/Dataltem M anagedEntityP athd

Lazt modified by $0 ata/Contest /D ataltem/LasztM odifiedE v

Last modified tirme: $0ata/Contert /D ataltemdLastt odifisdlocald LI

Encoding: [Unicods ITF-2] =l

0K I Cancel Spply
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Click Command and then choose Add.

i ERIEE

lobal Management Group Settings - Notification

TR T T —

E-mail | Instant Messaging | Short Message Service Eommandl

Haotification command chatinels: El[}i Add Edit X e

Mame | D escription |

k. I Cancel | Lpply |

8 Motification Command Channel

Motification command channel name:

Dezcrption:

Motification command configuratian:

Full path to file: Example: C:\wWindowshaystem32hping exe

Command line parameters:  Example: -t
| i3

Iritial directony: Example: C:hdata_files
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Choose a name for the Notification.

Under Full path to file describe the installation path to the ams.exe

Under Command line parameters choose the parameters that are relevant for you.

Enter the installation path of AMS under Initial directory. Click OK.

Motification Command Channel

Motification command channel name:
anic]

Description:

Matification command configuration:

Full path to file: Example: C:Mwindowshepztem324ping. exe

Iu::'xams'xams.e:-:e

Command line parameters;  Example: -+
I$Data;"Euntexb"Dataltema’.ﬁ.lertName$ $0 ata/Context,/D atalterm/Priarity LI

Initial directary: Example: C:hdata_files

Iu::'xams

Alert Source

Alert Marne

Alert Descripkion

Alert Severity

Blert Priarity

Alert Cateqory

Alert Resolukion State
Alert Cvaner

Alert Resolved By

Alert Raised Time

Alert Resolution Time
Alert Last Modified Time
Alert Last Modified By
Alert Custom Field »

WebiZansale Link
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Configure a Notification Recipient under Recipients.

43 Notification Recipient Properties

Motification Devices I

Matification recipient display name:

[ |

& Always send notifications

£ Only zend natification during the specified times:

Schedules to send: Ftew 7 Edit )¢ Remaove [
Date Range | Time Range | ‘wheskdaps |

Exclude schedulss: Phew 7 Edt X Remove |
Date Range | Tirme Range | ‘weekdays |

QK. I Cancel Spply

Configure the AMS Client under Notification Devices and click Add.

s Notification Recipient Properties

General { Notification Devic

MNolifications are sent using the address and schedule configured in each device.

Each notification device may have a different schedule and delivery address.

Natification devices e add 7 Edt )X Remove |

Mame | Channel |

[ e | coce Bl
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Under Notification channel choose the notification you created before. (e.g.: AMS).

“Create Motitication Device Wizard

Channel

Chanmnel

&) Help
Schedule
Select the notification channel and enter pour address for that channel
General
Haotification channel
Channel description:
Delivery addrezs for the selected channel:
|
< Brevious | Hert > Eirish Cancel |
V]
Enter the needed information and click Finish in the end.
Antares-NetlogiX Netzwerkberatung GmbH Feldstralle 13, A-3300 Amstetten Page 14 of 14

Tel.: +43 / 7472 — 65480 Fax: DW 10 email: office@netlogix.ws www.netlogix.ws



(AN) ALERT MESSAGING SERVER
AND YOU KNOW IT FIRST VERSION T.2

Create a new Subscription under Notification Subscriptions and add the recipient you created previ-
ously. Rollout this notification to all groups and classes you need to. Enter the needed information and

click Finish in the end.

!5 Create Motification Subscription Wizard

General
zer Fole Filter
Groups Provide a name and description for this subscription, and add the recipients.
Clazzes
s Subszcription name:
Alert Criteria ||
Alert Aging
Formats Description:
Recipients: wRadd P Remave _
< Brevious st > Eirizh Cancel
&
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